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TECHNICAL PROFILE

Malware and Tools
Excel payloads (Equation Editor exploit) - create two scheduled tasks; first task
downloads an executable to %AppData%, second task executes the downloaded file
(T1053.001, T1105).
CHM files - compress executable payloads, use msiexec to execute remote MSI
files, and create scheduled tasks for persistence (T1053.001, T1106).
C2 communications – use cURL to request payloads from
https://qwavemediaservicenet/hkcu/qtphp/?dt=%computername%-QT-2&ct=QT
(T1071.001).
Obfuscated/encoded files – encrypted or base64-encoded executables, stored as
“dwmcorexe” (T1027).

Infrastructure
Command & Control: HTTP/HTTPS servers hosted on domains such as
qwavemediaservicenet and possibly dynamic C2s.
Distribution: Spearphishing attachments in Microsoft Office documents
(Word/Excel) and CHM files, often sent via free email providers and signed with
legitimate embassy contact details (T1193).
Persistence: Scheduled tasks created under names such as
Windows\\DWM\\DWMCORE and AdobeUpdater (T1053.001).

HISTORICAL CONTEXT

First known appearance: 2015, when Hazy Tiger first conducted espionage
operations against South and East Asian targets.
2015–2019: Conducted credential phishing and distributed Windows/Android malware.
2021–2022: Employed Microsoft Excel payloads leveraging the Equation Editor
exploit to create scheduled tasks that download secondary payloads via cURL.
[ID:6]
2025-05-06: Identified an eight-year espionage campaign against European and
Asian government, diplomatic, and defense organizations, referenced as “TA397” or
“Bitter” (ID 2, 3).
Most recent activity: May 6 2025, with updated malware using CHM files to
execute persistence and download further stages [ID:6].

OPERATIONAL
MODEL

Direct, in-house operations; no
evidence of Ransomware-as-a-
Service model.
No confirmed affiliates or
collaborations with other threat
actors.

ATTRIBUTION
AND ASSOCIATIONS

Classified as an India-nexus actor;
no explicit attribution to a state or
criminal syndicate has been
confirmed.
No known formal associations with
other threat groups.

STATUS

Active

TARGETING AND VICTIMS

Primary sectors: Government, diplomatic, defense, and financial institutions.
Geographical spread: South Asia (India, Pakistan, Bangladesh), East Asia (China,
South Korea), Europe (various EU nations), and Kyrgyzstan (via embassy contact).
Shift over time: Early focus on regional South/East Asian targets; expanded to
European government entities by 2025 (ID 2, 3).

Hazy Tiger is an India-nexus targeted intrusion adversary, primarily engaged in espionage
and information theft [ID:0].
The actor has been active since at least 2015.
Known aliases: TA397 (also referred to as Bitter), T-APT-17.
Motivations: espionage, information theft, and financial gain [ID:1]; the group targets
government, diplomatic, defense, and financial sectors.
Current status: active, with ongoing campaigns reported up to May 2025.
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RECENT
DEVELOPMENTS

May 6 2025 – Active campaign
against European and Asian defense
entities using updated CHM
payloads (ID 2, 3).
2021–2022 – Discovery of Excel
payloads creating scheduled tasks
that download secondary
executables via cURL [ID:6].
2025 – Continued use of
spearphishing attachments with
legitimate embassy contact details to
entice victims [ID:6].

INTELLIGENCE GAPS

Precise attribution to a state or
specific organization.
Detailed mapping of all compromised
C2 infrastructure and command
structure.
Comprehensive list of all victim
organizations and specific data
exfiltrated.
Information on potential future
evolution of malware payloads
beyond current Excel/CHM
methods.
Confirmation of any collaboration or
shared infrastructure with other
threat actors.

DEFENSE AND MITIGATION GUIDANCE

DETECTION GUIDANCE
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Defensive Measure MITRE ATT&CK Mapping

Block outbound HTTPS traffic to known C2
domains (qwavemediaservicenet). T1071.001

Monitor and restrict creation of scheduled tasks
with suspicious names. T1053.001

Deploy email filtering to detect spearphishing
attachments, especially Office documents. T1193

Enable execution protection for CHM files and
block execution from untrusted sources. T1204

Regularly review registry and process lists for
anomalies. T1012, T1057

Apply patching for known Office and Windows
vulnerabilities. T1195 (Supply Chain)

Detection Action MITRE ATT&CK Mapping

Log and alert on schtasks.exe activity with new
task names. T1053.001

Monitor for outbound HTTP(S) requests to
unknown domains. T1071.001

Watch for execution of Office files with
embedded macros. T1204, T1193

Inspect execution of msiexec from unexpected
locations. T1106

Analyze registry changes for suspicious keys. T1012

Correlate user account enumeration events with
anomalous activity. T1033



CVE cve-2012-0158

CVE cve-2017-11882

CVE cve-2017-11882

CVE cve-2017-11882

CVE cve-2017-11882

CVE cve-2018-0798

CVE cve-2018-0798

CVE cve-2018-0798

CVE cve-2018-0802

CVE cve-2018-0802

CVE cve-2018-0802

CVE cve-2018-0802

CVE cve-2021-1732

CVE cve-2021-26858

CVE cve-2021-27065

CVE cve-2021-28310

CVE cve-2024-30051

CVE cve-2024-40711

CVE cve-2024-42455

CVE cve-2024-45519

CVE cve-2025-23120

EMAIL cdrrab13bd@gmail.com

EMAIL rab3tikatuly@gmail.com

IPV4 185.244.151.84

IPV4 185.244.151.84
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IPV4 185.244.151.87

IPV4 38.180.142.228

IPV4 64.44.131.109

IPV4 94.140.114.22

IPV4 96.9.215.155

IPV4 99.83.154.118

MD5 0159df64e95a4bc0fc1aafe4aa7fd3b6

MD5 07532dea34c87ea2c91d2e035ed5dc87

MD5 08f8353101fb2f11a1036a947f8fce83

MD5 14af3f039f2398b454bbb64c7fdf4a22

MD5 1d5ad4a60ec9be32c11ad99f234bfe8f

MD5 2add40a089dad67f2edb6177cd294b88

MD5 30f60c8fbf60119e83a7db9295e00d4c

MD5 330fff5b3c54a03fd59a64981e96814d

MD5 39898007146d7b436d013924db58ebc6

MD5 4e1cc7a2e7ba7858b2bdbcbe344410e4

MD5 578918166854037cdcf1bb3a06a7a4f3

MD5 608fb305734364e63513ef36da787f2b

MD5 6452e2c243db03ecbcacd0419ff8bebf

MD5 66c45a736e165cf78cee7970bbc74ead

MD5 6c76f795c4b3ff2e478766dee7c738d6

MD5 761705bd1681b94e991593bdcf190743

MD5 76ae1beae40d0e321ebe90b0bdfed7fd

MD5 7abcca95bc9c69d93be133f6597717c0

MD5 7d38b82342053e4828f11a19ec56d55a
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MD5 ade9a4ee3acbb0e6b42fb57f118dbd6b

MD5 b63e9710cb67f4a649a83929ed9f0322

MD5 b8e1fe2955282a58fa3042b25f2ce19d

MD5 bd054c4f43808ef37352f36129bf0c3d

MD5 c0bb453d00bf3d8acde09b691ca9b5f2

MD5 d91b888205ac1ca80c40426b9f5a6105

MD5 d9a39c41e9f599766b5527986e807840

MD5 ef099d5fe4075132bf3812c9d5ffa8f9

SHA1 04a75df9b60290efb1a2d934570ad203a23f4e9c

SHA1 04ec835ae9240722db8190c093a5b2a7059646b1

SHA1 0cbf8c7ff9faf01a9b5c3874e9a9d49cbbf5037b

SHA1 25092b60d972e574ed593a468564de2394fa008b

SHA1 2c60fbb9eb22d0eb5e62f15d1e49028944c3ff51

SHA1 2ebfcbf2deb09e9af046ae765797a654b49645c2

SHA1 4fbde39a0735d1ad757038072cf541dfdc65faa3

SHA1 530f597666afc147886f5ad651b5071d0cc894ba

SHA1 550bdf367fba63a81276465a65dcb64280240dda

SHA1 5a972665b590cc77dcdfb4500c04acda5dc1cc4e

SHA1 82b6d1795cb35b6fcd0c692a2b363381b7d8e424

SHA1 853d256bafd39426fad9bf5f7fad2971b7978c06

SHA1 a35653c3d04aaaa76266db6cd253f086872a5d27

SHA1 aeb02ac0c0f0793651f32a3c0f594ce79ba99e82

SHA1 b0479c5d4de5541a60923b5627ed62e6391efe2f

SHA1 b4fd0de1f29a8d069eb77ab7941d4de925a4c5b7

SHA1 bda08d55f14827abf21abb79384039660f2fa198
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SHA1 be6909ba6e0b4d228da5b9daccc83f7082c06cf2

SHA1 d1d879c9294b9e8f41d76fd2cdb6ed7ff8d10462

SHA1 d252e481d0507b73bf43d3d7928cbefb375cd8ba

SHA1 dd8b8c4de92d9b6d1d04f0e995f4cc7e746d0a64

SHA1 dd91678f1d023607430d53b5ff5f1d6533a98469

SHA1 e99d44e93069001129c8f88f7a5259fb21bb6b68

SHA1 f1f75da17e8c125b87fdafd76386f90213362bcf

SHA256 06b4c1f46845cee123b2200324a3ebb7fdbea8e2c6ef4135e3f943bd546a2431

SHA256 07504fcef717e6b74ed381e94eab5a9140171572b5572cda87b275e3873c8a88

SHA256 0953d4cc6861082c079935918c63cd71df30e5e6854adf608a8b8f5254be8e99

SHA256 096e6546b5ca43adbe34bbedc84b002bbf399d2ecf08e83966757b88c5c0d2a2

SHA256 09d152aa2b6261e3b0a1d1c19fa8032f215932186829cfcca954cc5e84a6cc38

SHA256 0b230b83c0b4af6e13ad837c35121d0827f5a243855a5d8a80e299b9c91ad5ae

SHA256 0b2a794bac4bf650b6ba537137504162520b67266449be979679afbb14e8e5c0

SHA256 10cec5a84943f9b0c635640fad93fd2a2469cc46aae5e43a4604c903d139970f

SHA256 10cec5a84943f9b0c635640fad93fd2a2469cc46aae5e43a4604c903d139970f

SHA256 15db9daa175d506c3e1eaee339eecde8771599ed81adfac48fa99aa5c2322436

SHA256 1cafe3979fbd529129440e058b8ed8e0d4e283325dee448816d3aa354f7c412a

SHA256 1f9363e640e9fe0d25ef15ed5d3517ec5b3fb16e3b1abb58049f5ad45415654d

SHA256 220fcfa47a11e7e3f179a96258a5bb69914c17e8ca7d0fdce44d13f1f3229548

SHA256 225d865d61178afafc33ef89f0a032ad0e17549552178a72e3182b48971821a8

SHA256 33905e2db3775d2e8e75c61e678d193ac2bab5b5a89d798effbceb9ab202d799

SHA256 33a20950e7f4b2191706ddf9089f1e91be1e5384cca00a57cf6b58056f70c96b

SHA256 36dbf119cb0cca52aed82ca3e69bbe09d96fa92f2831f8e14dc1bd1b6a5e9590

SHA256 39d7407e76080ec5d838c8ebca5182f3ac4a5f416ff7bda9cbc4efffd78b4ff5
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SHA256 3ab9c42827d2ff27f6aa53ed2bcd6c1450be1fb0647d65e139f7331bbcd2b85f

SHA256 3fdf291e39e93305ebc9df19ba480ebd60845053b0b606a620bf482d0f09f4d3

SHA256 3fdf291e39e93305ebc9df19ba480ebd60845053b0b606a620bf482d0f09f4d3

SHA256 43e3a0b0d5e2f172ff9555897c3d3330f3adc3ac390a52d84cea7045fbae108d

SHA256 490e9582b00e2622e56447f76de4c038ae0b658a022e6bc44f9eb0ddf0720de6

SHA256 4b62fc86273cdc424125a34d6142162000ab8b97190bf6af428d3599e4f4c175

SHA256 53a653aae9678075276bdb8ccf5eaff947f9121f73b8dcf24858c0447922d0b1

SHA256 55901c2d5489d6ac5a0671971d29a31f4cdfa2e03d56e18c1585d78547a26396

SHA256 56554117d96d12bd3504ebef2a8f28e790dd1fe583c33ad58ccbf614313ead8c

SHA256 5c85194ade91736a12b1eeeb13baa0b0da88c5085ca0530c4f1d86342170b3bc

SHA256 5f663f15701f429f17cc309d10ca03ee00fd20f733220cc9d2502eff5d0cd1a1

SHA256 69b397400043ec7036e23c225d8d562fdcd3be887f0d076b93f6fcaae8f3dd61

SHA256 70c5b64589277ace59db86d19d846a9236214b48aacabbaf880f2b6355ab5260

SHA256 7e7e90b076ef3ea4ef8ed4ef14fb599a2acb15d9ce00c78e5949186da1e355cf

SHA256 811741d9df51a9f16272a64ec7eb8ff12f8f26794368b1ff4ad5d30a1f4bb42a

SHA256 8aeb7dd31c764b0cf08b38030a73ac1d22b29522fbcf512e0d24544b3d01d8b3

SHA256 8d2f6b0d7a6a06708593cc64d9187878ea9d2cc3ae9a657926aa2a8522b93f74

SHA256 90fd32f8f7b494331ab1429712b1735c3d864c8c8a2461a5ab67b05023821787

SHA256 91ddbe011f1129c186849cd4c84cf7848f20f74bf512362b3283d1ad93be3e42

SHA256 9319421ff52d7ea4cca08d1cc7064f9ed5b19ee19dbdde182a0e51325632df88

SHA256 9863173e0a45318f776e36b1a8529380362af8f3e73a2b4875e30d31ad7bd3c1

SHA256 a241cfcd60942ea401d53d6e02ec3dfb5f92e8f4fda0aef032bee7bb5a344c35

SHA256 a56b5e90a08822483805f9ab38debb028eb5eade8d796ebf0ff1695c3c379618

SHA256 b0b687977eee41ee7c3ed0d9d179e8c00181f0c0db64eebc0005a5c6325e8a82

SHA256 b2566755235c1df3371a7650d94339e839efaa85279656aa9ab4dc4f2d94bbfa
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SHA256 b7765ff16309baacff3b19d1a1a5dd7850a1640392f64f19353e8a608b5a28c5

SHA256 bf169e4dacda653c367b015a12ee8e379f07c5728322d9828b7d66f28ee7e07a

SHA256 c2c92f2238bc20a7b4d4c152861850b8e069c924231e2fa14ea09e9dcd1e9f0a

SHA256 c7ab300df27ad41f8d9e52e2d732f95479f4212a3c3d62dbf0511b37b3e81317

SHA256 c7ab300df27ad41f8d9e52e2d732f95479f4212a3c3d62dbf0511b37b3e81317

SHA256 cac239cf09a6a5bc1f9a3b29141336773c957d570212b97f73e13122fe032179

SHA256 cafaa7bc3277711509dc0800ed53b82f645e86c195e85fbf34430bbc75c39c24

SHA256 cb97ec024c04150ad419d1af2d1eb66b5c48ab5f345409d9d791db574981a3fb

SHA256 ce922a20a73182c18101dae7e5acfc240deb43c1007709c20ea74c1dd35d2b12

SHA256 d16a9b41a1617711d28eb52b89111b2ebdc25d26fa28348a115d04560a9f1003

SHA256 d83cb82be250604b2089a1198cedd553aaa5e8838b82011d6999bc6431935691

SHA256 dd53768eb7d5724adeb58796f986ded3c9b469157a1a1757d80ccd7956a3dbda

SHA256 de6b41ab72bfa4114c79464d1083737c6dfa55767339d732db8d2edd462832ed

SHA256 ded0635c5ef9c3d63543abc36a69b1176875dba84ca005999986bd655da3a446

SHA256 df5c0d787de9cc7dceeec3e34575220d831b5c8aeef2209bcd81f58c8b3c08ed

SHA256 e4545764e0c54ed1e1321a038fa2c1921b5b70a591c95b24127f1b9de7212af8

SHA256 e599c55885a170c7ae5c7dfdb8be38516070747b642ac21194ad6d322f28c782

SHA256 eb7aebded5549f8b006e19052e0d03dc9095c75a800897ff14ef872f18c8650e

SHA256 ecce739b556f26de07adbfc660a958ba2dca432f70a8c4dd01466141a6551146

SHA256 edb68223db3e583f9a4dd52fd91867fa3c1ce93a98b3c93df3832318fd0a3a56

SHA256 edb68223db3e583f9a4dd52fd91867fa3c1ce93a98b3c93df3832318fd0a3a56

SHA256 ef0cb0a1a29bcdf2b36622f72734aec8d38326fc8f7270f78bd956e706a5fd57

SHA256 ef4fb1dc3d1ca5ea8a88cd94596722b93524f928d87dff0d451d44da4e9181f1

SHA256 f0ef4242cc6b8fa3728b61d2ce86ea934bd59f550de9167afbca0b0aaa3b2c22

SHA256 f59035192098e44b86c4648a0de4078edbe80352260276f4755d15d354f5fc58
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SHA256 f619eb9a6255f6adcb02d59ed20f69d801a7db1f481f88e14abca2df020c4d26

SHA256 f66122a3e1eaa7dcb7c13838037573dace4e5a1c474a23006417274c0c8608be

SHA256 f6c77098906f5634789d7fd7ff294bfd95325d69f1be96be1ee49ff161e07733

SHA256 f7ed5eec6d1869498f2fca8f989125326b2d8cee8dcacf3bc9315ae7566963db

SHA256 fa0ed2faa3da831976fee90860ac39d50484b20bee692ce7f0ec35a15670fa92

SHA256 ffee624870767c528c9d7578833483a496279508e665c5d24f6b9445490cda27
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