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TECHNICAL PROFILE

Malware and Tools
RansomHub Ransomware: Written primarily in Go, utilizing Gobfuscate for
obfuscation, although early versions sometimes lacked this obfuscation. It appends
random characters to filenames during encryption. Ransom notes are in a file named
README_[random_string].txt.
Knight Ransomware (Precursor): Source code was initially sold and then repurposed
into RansomHub. Similar code base and functionalities.
Dual-Use Tools: Atera, Splashtop, and NetScan are employed for remote access and
network discovery.
IIS Services Halting: iisreset.exe and iisrstas.exe are used to halt Internet
Information Services (IIS) services.

Infrastructure
Tor Network: RansomHub utilizes the Tor network for hosting its leak site,
communication, and facilitating ransom payment instructions.
Online Infrastructure: General use of online infrastructure for command and control
and data dissemination.

Tactics, Techniques, and Procedures (TTPs) 
Command and Scripting Interpreter (T1059): Utilizing command-line tools for
various operations.
Hijack Execution Flow: DLL Side-Loading (T1574.002): Employed for persistence
and defense evasion.
Privilege Escalation (T1574.002): Utilizing DLL side-loading techniques.
Defense Evasion (T1574.002): Utilizing DLL side-loading techniques.
System Information Discovery (T1082): Gathering information about targeted
systems.
Software Discovery: Security Software Discovery (T1518.001): Identifying and
potentially disabling security software.
Application Layer Protocol (T1071): Used for command and control communication.
Non-Application Layer Protocol (T1095): Also used for command and control
communication.
Data Encrypted for Impact (T1486): Employing double extortion tactics.

HISTORICAL CONTEXT

February 2024: RansomHub emerges as a new RaaS platform, quickly gaining
traction and becoming one of the largest ransomware groups. The group begins
listing victims.
Mid-February 2024: The group lists its first victims.
February - June 2024: RansomHub rapidly accumulates victims and demonstrates
strategic acumen through recruitment from groups like ALPHV and LockBit.
2024-06-18: CYFIRMA releases a report detailing RansomHub s tactics and
techniques, including its connection to the Knight ransomware source code.
Recent Activity: Ongoing   RansomHub continues to be prolific, consistently adding
new victims to its leak site.

RansomHub is a cyber threat actor specializing in ransomware attacks, operating as a
Ransomware-as-a-Service (RaaS) model. It emerged in February 2024 and has rapidly become
one of the largest currently operating, known for its aggressive tactics and links to other
ransomware variants.
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OPERATIONAL
MODEL

Ransomware-as-a-Service (RaaS):
RansomHub operates on a RaaS
model, allowing affiliates to deploy
its ransomware in exchange for a
percentage of the ransom payment.

Affiliates: Actively recruits affiliates
from other ransomware groups,
including ALPHV and LockBit, to
expand its reach and attack
capabilities.

Collaborations: No information
available on specific collaborations
with other threat actors beyond
affiliate recruitment.

ATTRIBUTION
AND ASSOCIATIONS

Links to Knight Ransomware:
RansomHub is directly linked to the
Knight ransomware family, with
evidence suggesting the repurposing
of Knight s source code.

Recruitment from ALPHV and
LockBit: Recruitment of affiliates
from prominent ransomware groups
suggests a connection and potential
overlap in infrastructure or
personnel.

Suspected Origin: No information
available.

STATUS

Very Active



KNOWN ALIASES

No information available.

RECENT
DEVELOPMENTS

June 2024: CYFIRMA releases a
report detailing RansomHub s tactics
and techniques and its connection to
Knight ransomware.

Ongoing Affiliate Recruitment:
RansomHub continues to actively
recruit affiliates from other
ransomware operations.

Prolific Attacks: RansomHub
remains consistently active, regularly
adding victims to its leak site.

INTELLIGENCE GAPS

Origin and Attribution: The origin
and specific actors behind
RansomHub remain unknown.

Affiliate Structure: A detailed
understanding of the affiliate
structure and their individual
capabilities is lacking.

Long-Term Strategy: The long-term
strategic goals of RansomHub and its
potential evolution remain unclear.
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TARGETING AND VICTIMS

DEFENSE AND MITIGATION GUIDANCE

DETECTION GUIDANCE

Targeted Industries: Accounting, Business Services, Construction, E-commerce,
Education, Energy, Finance, FMCG, Government, Healthcare, Manufacturing, Media,
Real Estate, Retail, Software, Telecommunications, and Transportation.
Targeted Technologies: MS Windows.
Geographic Distribution: Australia, Brazil, Canada, Colombia, Egypt, El Salvador,
France, Honduras, Indonesia, Italy, Japan, Libya, Norway, Romania, Slovakia, South
Africa, Spain, Sri Lanka, Sweden, UAE, United Kingdom, United States, and Vietnam.
Shifts in Targeting: While initially broad, RansomHub appears to be targeting
economically rich nations.

Network Segmentation: Limit the impact of a breach by isolating critical systems
and data.
Regular Backups: Ensure data can be restored in case of encryption.
Endpoint Detection and Response (EDR): Implement EDR solutions to detect and
respond to malicious activity.
Application Control: Restrict the execution of unauthorized applications.
Patch Management: Maintain up-to-date security patches to address vulnerabilities.
TTPs: Employ techniques to mitigate Command and Scripting Interpreter (T1059),
Hijack Execution Flow: DLL Side-Loading (T1574.002), Privilege Escalation
(T1574.002), Defense Evasion (T1574.002), System Information Discovery (T1082).

Monitor Tor Network Traffic: Identify connections to known RansomHub leak sites.
Analyze Command-Line Activity: Detect the use of iisreset.exe and iisrstas.exe.
Endpoint Monitoring: Detect unusual file modifications and encryption activity.
Network Traffic Analysis: Identify patterns associated with data exfiltration.
TTPs: Monitor Command and Scripting Interpreter (T1059), Hijack Execution Flow:
DLL Side-Loading (T1574.002), Privilege Escalation (T1574.002), Defense Evasion
(T1574.002), System Information Discovery (T1082).
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IOCS - INDICATORS OF COMPROMISE

CVE cve-2025-49113

CVE cve-2025-4918

CVE cve-2025-49596

CVE cve-2025-49704

CVE cve-2025-49706

CVE cve-2025-5054

CVE cve-2025-5394

CVE cve-2025-5419

CVE cve-2025-5777

CVE cve-2025-6514

CVE cve-2025-6554

CVE cve-2025-6558

CVE cve-2025-6704

CVE cve-2025-6965

CVE cve-20255777

CVE cve-20256543

EMAIL decservice@ukr.net

EMAIL lockbit2023@proton.me

EMAIL nonamehack2023@gmail.com

EMAIL nonamehack2023@tutanota.com

EMAIL nonamehack2024@gmail.com

EMAIL recoverydatalife@gmail.com

EMAIL recoverydatalife@mail.ru

EMAIL serverdatakurtarma@mail.ru

EMAIL serverrecoveryhelp@gmail.com
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IOCS - INDICATORS OF COMPROMISE

EMAIL sunucuverikurtarma@gmail.com

EMAIL tufhackteam@gmail.com

IPV4 102.129.235.108

IPV4 104.238.34.15

IPV4 104.248.120.34

IPV4 108.181.115.171

IPV4 11.2.0.1

IPV4 121.237.80.241

IPV4 130.185.75.198

IPV4 137.220.43.146

IPV4 137.220.50.227

IPV4 138.68.255.62

IPV4 139.162.47.194

IPV4 143.198.116.59

IPV4 143.244.162.134

IPV4 144.202.57.16

IPV4 149.154.158.222

IPV4 155.138.229.198

IPV4 159.65.72.54

IPV4 164.138.90.2

IPV4 173.44.141.226

IPV4 174.204.132.60

IPV4 185.190.24.33

IPV4 185.190.24.54

IPV4 188.34.188.7
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IOCS - INDICATORS OF COMPROMISE

IPV4 193.106.175.107

IPV4 193.124.125.78

IPV4 193.233.254.21

IPV4 205.209.102.218

IPV4 23.227.193.172

IPV4 37.1.212.18

IPV4 37.120.143.202

IPV4 38.154.237.100

IPV4 38.180.139.56

IPV4 38.180.148.215

IPV4 38.180.245.207

IPV4 41.216.183.248

IPV4 45.134.140.69

IPV4 45.135.232.2

IPV4 45.32.171.19

IPV4 45.32.206.169

IPV4 45.32.210.151

IPV4 45.32.230.32

IPV4 45.76.247.99

IPV4 45.77.92.214

IPV4 45.95.67.41

IPV4 5.181.86.158

IPV4 64.176.214.51

IPV4 64.176.50.109

IPV4 64.95.10.189
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IOCS - INDICATORS OF COMPROMISE

IPV4 66.29.141.245

IPV4 67.217.228.42

IPV4 68.183.116.246

IPV4 77.105.164.255

IPV4 79.124.58.130

IPV4 8.12.0.2

IPV4 8.211.2.97

IPV4 82.115.223.2

IPV4 89.23.96.203

IPV4 92.118.112.208

IPV4 92.243.64.200

MD5 1cc1534b70b8d2b99b69a721c83e586a

MD5 6f3a658fc32b4a378716ac167ebaf5ac

MD5 8e0b1f8390acb832dbf3abadeb7e5fd3

MD5 a768244ca664349a6d1af84a712083c0

MD5 eba5bfca73c2754fbf93ed64fa224132

SHA1 02e6ff95949fdf341daee846820d40289ab65985

SHA1 19138d3c197ee1e59756d1f4fc3fd66809f44c1b

SHA1 1b635cb0a4549106d8b4cd4edaff384b1e4177f6

SHA1 1ce78474088c14afb8495f7abb22c31b397b57c7

SHA1 26d9f3b92c10e248b7dd7be2cb59b87a7a011af7

SHA1 28fd3345d82da0cdb565a11c648aff196f03d770

SHA1 2ba12cd5e44839ea67de8a07734a4e0303e5a3f8

SHA1 39300863bcaad71e5d4efc9a1cae118440aa778f

SHA1 3c32031696db109d5fa1a09af035038bfe1ebe30
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IOCS - INDICATORS OF COMPROMISE

SHA1 4497406d6ee7e2ef561c949ac88bb973bdbd214b

SHA1 6ac2d77631f775797cd0029e199a5dfe83f47b4c

SHA1 705280a2dcc311b75af1619b4ba29e3622ed53b6

SHA1 77daf77d9d2a08cc22981c004689b870f74544b5

SHA1 b746c91e014205db94f775bb6db480387c9ebc20

SHA1 bf84712c5314df2aa851b8d4356ea51a9ad50257

SHA1 dae100afc12f3de211bff9607dd53e5e377630c5

SHA256 02e920d427b73d96a941d9eb47efaa9c55b8c43afbc111a28407184046feecfd

SHA256 02e9f0fbb7f3acea4fcf155dc7813e15c1c8d1c77c3ae31252720a9fa7454292

SHA256 03fec698a64c49f2650b064f0ba61266b22cae4a8eb8e07959bfc07c9180b905

SHA256 05633246aeee0959414cf3b4d5482df728cb798b838963270cf416783ef0db7b

SHA256 05e00998bc5b18e3ac71987eeed9009ee8ba65de3f07ee90e761ace8c62878e1

SHA256 099a7a5bcceac0f91c63ac52b04213001b21afaeeac161b9adb2131fa62b4c57

SHA256 0ad9ab7aa9ecbc79bca0bfce5be58e0aa2606bdab3898daac43a6fa1231af164

SHA256 104b22a45e4166a5473c9db924394e1fe681ef374970ed112edd089c4c8b83f2

SHA256 20db498b222a36896b92ed67fce902e45fb90f967d8a10786f1d0a55e03c2c31

SHA256 24be73b64509dbad476b2873edf500554fed5885826b21e2f538993900d9a364

SHA256 25117dcb2d852df15fe44c5757147e7038f289e6156b0f6ab86d02c0e97328cb

SHA256 262a4dff66ceb25d35d5ca8d8d148c1fee88ea2ee1187877a5a0c8d6a0dd24b5

SHA256 290b3fe64fd0875b2dc6bc0ad77dd52a70ad91a81dc24220523d38bf6c538afa

SHA256 2d4fa520c03b358223d8210f2e9bad572e4914efd6e70cb7db85a377e891e69a

SHA256 2f3d82f7f8bd9ff2f145f9927be1ab16f8d7d61400083930e36b6b9ac5bbe2ad

SHA256 2f9d70c75330b49a1a97479587d5e0b6016cf8004e454badf2b021e8bbb28469

SHA256 2fb9ea57928223260abaffcbdbc11c01513d0f49c20c8e850113de3e7b339946

SHA256 32d8971ce5d541b1eb8863ea66dfd1aee0cb9fdaeb47990991ed301912bffa78
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IOCS - INDICATORS OF COMPROMISE

SHA256 34e479181419efd0c00266bef0210f267beaa92116e18f33854ca420f65e2087

SHA256 35e853cc67bf1869127ed341ea7b1a5cbf7032523288d514dc4685924f898db2

SHA256 36e5be9ed3ec960b40b5a9b07ba8e15d4d24ca6cd51607df21ac08cda55a5a8e

SHA256 3c9f0907304f7af7a7b88f931b6733698e86492d02e98e440e87e3ffe2153dbc

SHA256 3d7658c7db34650db12f11c0f2621c08a80aa0ffb5443a944519b4da0236e446

SHA256 3e3a5d35eb5e11c3bfd63e75abd7f5022e8ee7288bc76a041354813f6ca601ce

SHA256 41abfef1ac0b9700700a9b42cb39cdd79b39a1a5b0eb3d3929e82c650b84bac6

SHA256 451f5aa55eb207e73c5ca53d249b95911d3fad6fe32eee78c58947761336cc60

SHA256 4775dfb24f85f5d776f538018a98cc6a9853a1840f5c00b7d0c54695f03a11d9

SHA256 479c27daa3b3bc10de1cde10c54d62f71eed0cb922d32b58fa4083204fecc050

SHA256 494123779a6edf73807f549b6cd1bffd3bfd660dacb027af66600eaad66f8fb1

SHA256 57f58fd5c140fd86fda11c8f7aae1b53479e1510fbcabe7bee795dc01929285c

SHA256 595cd80f8c84bc443eff619add01b86b8839097621cdd148f30e7e2214f2c8cb

SHA256 5a11f0cc9e3d8a080f6721964d3414ea638edc0fd4d22d3901f469feae4a8fa4

SHA256 5f08f5d3732bc019c80277ab6d8d4a4bd49709958e7a1ee8879ddcea21751cbb

SHA256 64977c8e167609f52ebd89a4eda1a83282e3b9ea07115bf68acd7d9836e04a1b

SHA256 67d99f3afaa21d470f354dade1fa19320cc36d51e7023be64d4daa25af6f5def

SHA256 6af2283337104fac154c26c7c55f274f4c36a231497af96f414897dfbeb6691c

SHA256 6bb0b6996adf1ebfd2291aca16622885c5072350e71740f9f0046f66c65bec5c

SHA256 6d215534002fe7627763f5dd971d529d2f2186431244108d1fd8b5e9e2c9a3b2

SHA256 6ff9eac3b4272e81a3b89f709fba4dba6544db22e72dcb114ba27e10970420ad

SHA256 7114288232e469ff368418005049cf9653fe5c1cdcfcd63d668c558b0a3470f2

SHA256 73ca0eb7bbaabb7f56cda98b28a483901527710fc1b6d4326503eda0cc884ba3

SHA256 7539bd88d9bb42d280673b573fc0f5783f32db559c564b95ae33d720d9034f5a

SHA256 76964c6e8283101383a5a99f7a0bd8a7c170e44752a73ce034558c43a19207af
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IOCS - INDICATORS OF COMPROMISE

SHA256 7903328e73a07a9d27a4d0ea954bed96385f37bbd4d9afd81faec443588ca890

SHA256 7985fbd052906a1cd963d42987ac5c840ddbf920b6c9b274aa5f428021830902

SHA256 7a924c7bdb1fd32cfc838f3cdd624abc10da19713c123b84a0f2325fef3d2bbc

SHA256 7c0f223f585b9c9b64d4ac8c04724edbffa43b95fa997912960c9c5332ede18b

SHA256 7d7d6c292c05920d8272960c62acb8ab5c000f4c6cf3ed9f5e1edd70f7f33c91

SHA256 7eb4305dbc23c5acc2c35e0d4ccd417e9448be27facca1a1d42408464e156825

SHA256 80a2ae9d5189c55aeb838b651a712e70045d8e45bd95678c61109e6183fe3607

SHA256 84099559a6d1dd1fec8a5c065da9f0747fab8ebb7368c197224fa33035eabe8d

SHA256 84faf02309080076fe526f8bc8c427fa6bb407c5da42c31866ba47c1478cbde9

SHA256 882b635024acbedb7b280ff6e7c2a3c334228770509a0855639073d9974ab03b

SHA256 89060156441434da8f016bd872aeaa542d32820d49b3c00bce4426120110282e

SHA256 8dc79c12fe1e8aefb870049c16fd1d62051207310702b99428cd73987e299ca3

SHA256 8f59b4f0f53031c555ef7b2738d3a94ed73568504e6c07aa1f3fa3f1fd786de7

SHA256 90b9a10809bae2db28b585f9a4fc5f40f474b76db7aa936d2059a1244f955908

SHA256 91c8b02b1fa9d1d555b56e50b091d4c5493b907e18b794f3280682d8d30b96f3

SHA256 91f5a4164bd557b34442550d204ad5e024dc02e2d5febf86699a7feae0a38480

SHA256 93601b436ccd7a7abde1546bd346fab820fe046164262c9105235e15f92a11e4

SHA256 9e0274c4e57381e97ccceadba37b64da35cfc379f80abc53e40f310a5e6b690b

SHA256 9e0a89c1b98f448865a73049a2b90bdfcd1b9846c4506441cfa6f0e429c1b329

SHA256 a46c3639ba099953def013430063ea018f616c10e4b1cb4fe9a26d261f9dab0d

SHA256 a8806944ff6cad0d45d956972c32e93f44da7e251352d63c1f058df8384b78d1

SHA256 aaa647327ba5b855bedea8e889b3fafdc05a6ca75d1cfd98869432006d6fecc9

SHA256 aaf985a5817a693f92a2775ce65ef57ddd2425b38533ec95062940d475c5568d

SHA256 ab84aeee213b902fde9740c466cd53af4bae6d5ea81a2b84c4d534b08b2fa049

SHA256 b187a29d1e9e3e616f166d2fa3076bc22b9268d0b7b01b59ea8bd89f39a90010
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IOCS - INDICATORS OF COMPROMISE

SHA256 b3d134eca184962eae23a8ade27b1faca5a48bd0211bc5a401ddecd045652cee

SHA256 b7887187e30583b9e543af73640049f9e555a32a1691f6fde7b3a3ec7858dc7a

SHA256 b9a13c4fe93d5b42dc38ae1c864d17388a32bcb89e7279f4bb649c92f67f1498

SHA256 bd82216f1341159e950e9e7a68015c54c4995c8fd7c12c28a839c5068b0919ad

SHA256 c247d9ec3fa20803ba769308c66d2b4c836ca0ac90f71d68a07f44d57eb8a501

SHA256 c3405d9c9d593d75d773c0615254e69d0362954384058ee970a3ec0944519c37

SHA256 c4d51f5a4dc95b0ac4b4f44a74d282d84898ddf56293a7dfddd5cb5eb90ec989

SHA256 cbfe190a81f5f10f4d7b5746fec7af51f8f02900e17f45b423aa768d1d013bb4

SHA256 cefc92b5fecf162a2840d2c42d9411899b45704a1ee5a60cf2bc093a01e46c4d

SHA256 cf87a44c575d391df668123b05c207eef04b91e54300d1cbbec2f48f5209d4a4

SHA256 d002f0e354841d7090df5f20dd2b2b4c8b9d2216ce331690807bb58414390a29

SHA256 d04bd76a2710fc35b3a445b5db241f13f199763e38b8fbe5316063c36a27a931

SHA256 d0f9eae1776a98c77a6c6d66a3fd32cee7ee6148a7276bc899c1a1376865d9b0

SHA256 d181f30e0404c3ff85af22833600c3666c54cf904cc6387b926c9ad321c1206e

SHA256 d37a023b809ef9ec024be3976344813a4b860aa9104e298d5d5d4805381ff3a5

SHA256 d45cb00646d1ead9b54810be048323179414097087ef873d0b86d8d9bcf77217

SHA256 de4d1f58fa8fa9eb156a37a8d9a3396d58e804f92e5eee25878a36a116f66362

SHA256 df4c29cce2cf1a158ed0cefc860dc54f6fbb9bdafdc3bf5af60b506f78e69e4f

SHA256 e14ba0fb92e16bb7db3b1efac4b13aee178542c6994543e7535d8efaa589870c

SHA256 e3f84482977854a5c79d253f6dcca83b2911b8c1dc7cc76b533bdc7fc31255c9

SHA256 e654ef69635ab6a2c569b3f8059b06aee4bce937afb275ad4ec77c0e4a712f23

SHA256 e8e3f3846f2319b7b739f04eb1b83b043e815d7a06fcc759b6c07c1371d3f6d6

SHA256 e9c6cad185dac1513b7c0f62951a264165b75b40be61373c80835a9a10502579

SHA256 ea9f0bd64a3ef44fe80ce1a25c387b562a6b87c4d202f24953c3d9204386cf00

SHA256 ec45ebd938e363e36cacb42e968a960fbe4e21ced511f0ea2c0790b743ff3c67
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SHA256 edc9222aece9098ad636af351dd896ffee3360e487fda658062a9722edf02185

SHA256 f1a6e08a5fd013f96facc4bb0d8dfb6940683f5bdfc161bd3a1de8189dea26d3

SHA256 f22f8a8cbe73248e04e5e5271df969d087967719f3aca6af58ef00dfd2f35f31

SHA256 f402d9eb5158adac54ab9f4f564051a39a8d817dd66bd46bbb373e80f08a4a08

SHA256 f734e1c89a5f9279e6f45ca6fcc85d4ae231995715b11203b0e31f4fcd2bc150

SHA256 f9c5d479ead9d36af0dc3389774fa2af85d490d93ff91620b1f9390783247cae

SHA256 fb9f9734d7966d6bc15cce5150abb63aadd4223924800f0b90dc07a311fb0a7e

SHA256 fd558205fddb4c681c3799a28c97903ab19dfc96776df55d81edd835051523ed

SHA256 ffd09a5c27938d1f7424ed66d1474cfeb3df72daabdf10e09f161ed1ffd21271

RANSOMHUB
THREAT ACTOR PROFILE

2025-08-22

Although the information provided in this report has been produced and processed from sources believed to be reliable, no warranty expressed or implied is made regarding its accuracy, adequacy,
completeness, legality, reliability or usefulness. This disclaimer applies to both isolated and aggregate uses of the information. Malware Patrol provides this information on an "AS IS" basis. All
warranties of any kind, express or implied, including but not limited to the IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, freedom from contamination by
computer viruses and non-infringement of proprietary rights ARE DISCLAIMED. Changes may be periodically added to the information herein; these changes may or may not be incorporated in any
new version of the publication. If the user has obtained information from Malware Patrol from a source other than Malware Patrol, the user must be aware that electronic data can be altered
subsequent to original distribution. Data can also quickly become out-of-date. It is recommended that the user pay careful attention to the contents of any metadata associated with a file, and that
the originator of the data or information be contacted with any questions regarding appropriate use. If the user finds any errors or omissions, we encourage the user to report them to Malware Patrol.
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