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STATUS

ACTIVE

KNOWN ALIASES

DeadCatx3, PCPcat, ShellForce,
CanisterWorm ( also the name of one of
their worms, but used as an alias in some
reporting)

ATTRIBUTION
AND ASSOCIATIONS

e Evidence: Technical analysis of
malware, shared infrastructure, and
encryption keys.

e Associations: Collaborates with
LAPSUS$ for extortion.

e Suspected origin: Unknown.

OPERATIONAL
MODEL

TeamPCP operates as a financially
motivated threat actor, likely organized
as a criminal organization, leveraging
automation and integration of existing
vulnerabilities and tooling to create a
cloud-native exploitation platform. They
collaborate with LAPSUS$ for extortion.
The group demonstrates a capability to
compromise CI/CD pipelines and inject
malicious code into widely used software
packages, indicating a sophisticated level
of technical expertise and coordination.

INTELLIGENT THREAT DATA

TeamPCP is an active, financially motivated threat actor specializing in software supply-chain compromise.
The group focuses on backdooring open-source and security tools, SDKs, and GitHub Actions, and on
deploying multi-cloud credential stealers from development and CI/CD environments. They also operate a
self-propagating worm (CanisterWorm) and a Kubernetes wiper (Kamikaze.sh), and have demonstrated a
willingness to cause destructive impact, notably in Iran.

Motivations: Financial Gain, Intellectual Property Theft, Cyber Warfare, Disruption.

Countries and entities affected: Iran, Aqua Security, Trivy users, Checkmarx users, LiteLLM users,
organizations using Kubernetes.

Use of Al tools/services: Used Al-powered autonomous attack tools like HackerBot-Claw to exploit
misconfigured GitHub Actions workflows.

TARGETING AND VICTIMS

Targets and victims with dates: Aqua Security (March 19, 2026), Trivy users (March 19, 2026),
Checkmarx users (March 23, 2026), LiteLLM users (March 24, 2026), Iranian organizations
(March 23, 2026).

Shifts in targeting strategy over time: Initially focused on Trivy, then expanded to Checkmarx
and LiteLLM, demonstrating a capability to pivot and exploit vulnerabilities in related
infrastructure .

Countries affected: Iran. Potential wider impact: Any consumers of affected software via supply
chain attacks in the listed sectors.

Sectors affected: Software development, cybersecurity, cloud infrastructure,
telecommunications.

HISTORICAL CONTEXT

2026-03-19 - Compromised Aqua Security’s Trivy vulnerability scanner, introducing a
credential-stealing payload into the tool’s distribution.

2026-03-22 - Defaced all 44 repositories in the aquasec-com GitHub organization following the
Trivy compromise.

2026-03-23 - Compromised Checkmarx's GitHub Actions (including AST/KICS actions), enabling
secret and credential exfiltration from Cl pipelines.

2026-03-24 - Injected a credential stealer into two releases of the Telnyx Python SDK on PyPI,
turning a trusted SDK into a malware delivery vector.

2026-03-27 - Deployed a WAV-steganography-based credential stealer inside two further
Telnyx Python SDK releases on PyPlI, hiding the payload within audio files.

TECHNICAL PROFILE

Malware and Tools

TeamPCP Cloud Stealer: A credential-stealing payload designed to harvest SSH
keys, Git credentials, AWS, Google Cloud, Microsoft Azure, Kubernetes, Docker,
.env files, database, and VPN configurations, along with CI/CD configurations,
cryptocurrency wallet data, and Slack/Discord webhook URLs.

CanisterWorm: A self-propagating worm utilizing an Internet Computer Protocol
(ICP) blockchain canister for command and control.

Kamikaze.sh: A Kubernetes cluster wiper that deletes all top-level directories
before force-rebooting every node.

WAV steganography: Used to hide credential-stealing payloads within audio files.
msbuild.exe: A dropped binary used for persistence on Windows systems.
Python credential harvester: A script used to harvest credentials on
Linux/macOS systems.
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RECENT
DEVELOPMENTS

e March 19, 2026: Compromised Aqua
Security's Trivy vulnerability scanner.

e March 23, 2026: Compromised
Checkmarx's GitHub Actions.

e March 24, 2026: Compromised
LiteLLM via poisoned PyPI packages.

e March 27, 2026: Injected credential

stealer into telnyx Python SDK
releases.

INTELLIGENCE GAPS

e The actor's geographic origin remains
unknown.

¢ The full extent of compromised
systems and data remains unclear.

e The specific command and control
infrastructure beyond the ICP
canisters requires further
investigation.

INTELLIGENT THREAT DATA

Q

Infrastructure:
¢ Typosquat domains: Used to host malicious payloads and evade detection.
¢ Internet Computer Protocol (ICP) blockchain canisters: Used for command and control, making
takedown difficult.
e GitHub Actions: Compromised to inject malicious code into software releases.
¢ PyPI: Used to distribute malicious packages.
 AWS Instance Metadata Service (IMDS): Exploited to steal IAM credentials.
Tactics, Techniques, and Procedures (TTPs):
e T1566.001 - Spearphishing Attachment - Used to deliver malicious payloads via compromised
GitHub Actions.
e T1059.001 - Command and Scripting Interpreter - Used to execute malicious code using bash,
python, and other interpreters.
e T1071.001 - Application Layer Protocol (e.g., HTTP/S) - Used to exfiltrate data via HTTP POST.
e T1547.001 - Boot or Logon Autostart Execution - Used to establish persistence via systemd user
services and Startup folder entries.

DEFENSE AND MITIGATION GUIDANCE

Recommended defensive actions:

e Rotate all secrets, tokens, and cloud credentials accessible to Cl runners.

e Pin GitHub Actions to full commit SHAs rather than version tags.

¢ Monitor outbound network connections from Cl runners for suspicious activity.

e Restrict cloud Instance Metadata Service (IMDS) access from CI runner containers.

DETECTION GUIDANCE

¢ Monitor for activity related to credential harvesting, such as access to IMDS endpoints and
Kubernetes secrets.

e Detect curl POST requests to suspicious domains from Cl runners.

e Check for the presence of malicious files and systemd services.

malwarepatrol.net
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	SHA256
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	SHA256
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	SHA256
	94f05495eb1b2ebe592481e01d3900615040aa02bd1807b705a50e45d7c53444

	SHA256
	a8c380b57cb7c381ca6ba845bd7af7333f52ee4dc4e935e98b48bb81facad72b

	SHA256
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	SHA256
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	SHA256
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	SHA256
	6f933d00b7d05678eb43c90963a80b8947c4ae6830182f89df31da9f568fea95

	SHA256
	4c5c589f543b1a02251451ab3baaeed7c82851de10fa33f87b95a85e3040c92e

	SHA256
	96007d4ee4171e383cecdf7a34b606bfcb78eff435182dc86daa49a17153dcd3

	SHA256
	f677cd06e0dfbd23b6feb47f31d49cb8fcc88ed0487d30143d36d4f54261e3de
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